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|. Introduction

1. This stakeholder submission is
related to the Turkish government's
abuse of anti-ter- rorism laws and
tools which, in the ordinary course of
events, are supposed to be used to fight
the financing of terrorism. Since 2014,
the year that a pro-government group
called Unity in the Judiciary (1) won the
election for the Council of Judges and
Prosecutors, the Turkish authorities
have constantly abused the country's

overly broad anti-terrorism laws for
political reasons. This practice peaked
following the 2016 coup attempt, and
during the ensuing state of emergency
regime, in which more than 1.5 million
indi- viduals were put under criminal
investigation, 622,646 people have
been subjected to criminal investigation
over alleged membership of an armed
terrorist organisation, and 301,932 of
these have been arrested by the police.
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(2) According to the Turkish Justice
Ministry's statistics, there has been a
steady increase in the use of the main
anti-terror- ism provision, namely, Art.
314 of the Turkish Penal Code (TPC), by
the country's public prosecutors. These
statistics highlight that, in total, Turkish
prosecutors filed more than 420,000
charges under Art. 314 TPC between
2013 and 2020, and more than 265,000
individuals were sentenced under the
same Article between 2016 and 2020.

S)

2. In a 2020 decision, The Grand
Chamber of the European Court of
Human Rights found that this provision
lacked the quality of law and was not
foreseeable. (4) Not only has the right
to liberty been breached through this
blatant human rights violation, but also
the right to property of hundreds of
thousands of individuals has also been
breached, by both administrative and
judicial measures. According to a report
entitled 'The Erosion of Property Rights
in Turkey', after 2016, a total of USD 32
billion worth of assets were confiscated
or taken over by the Government, under
the pretext of fighting terrorism. (5)
Furthermore, a total of 213,696 estates
have been frozen at the request of the
Executive or the Judiciary, with the
same pretext. (6)

Turkish government's

transnational repression campaign

3. According to Freedom House,
transnational repression is a phenom-
enon which is be- coming the new
"normal”. This is a situation in which
authoritarian states reach across
national borders to silence dissent
amongst the diaspora and exiled com-
munities. (7) Accusing the targets of
terrorism has been one of the pretexts

that States have used during such
campaigns. Freedom House says that
in 58% of 689 cases of transnation- al
repression, States accused the victims
of terrorism. The report concludes that
States have deployed four main tactics,
which include; direct attacks, co-opting
other coun- tries, mobility controls, and
threats from a distance.

4. After 2016, the Turkish Govern-
ment embarked on a transnational
repression campaign “that mirrored
its domestic crackdown” (8), so even
those who fled the country are no lon
ger safe from persecution, due to this
crackdown. Until recently, Turkey's
crackdown has in- volved extradition
requests, mobility control through the
abuse of Interpol's notice system, and
the Stolen and Lost Travel Document
database, as well as illegal rendition,
which has been carried out on its own
or in co-operation with other countries.
Since 2016, the expatri- ation of Gllen-
ists has been on the top of Turkey's in-
ternational political agenda and, to this
end, Turkey has sent more than 1,000
extradition requests to 109 countries
(9). However, there is no single in-
stance where the court of a respondent
state has granted Turkey's extradition
requests. The courts in Greece, Germa-
ny, the United Kingdom, Brazil, Ro-
mania, Bosnia, Po- land, Montenegro,
and Sweden have refused extradition
requests sent by the Turkish author-
ities, either due to the political nature of
the accusations, due to their failing to
pass a dual criminality test, or due to
the risk of being subjected to torture or
ill-treatment in Turkey. (10, 11) Similar-
ly, Interpol has so far rejected over 830
Red Notice requests from Turkey, due
to their political nature/motive. (12, 13)
Yet Turkey has been successful in the
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expatriation of over 100 in- dividuals
through illegal renditions (without the
due process of law), either on its own,
or in co-operation with other countries,
including Kenya, Albania, Azerbaijan,
Afghanistan, Cam- bodia, Gabon, Koso-
vo, Kazakhstan, Lebanon, and Pakistan.
(14)

5.1n 2021, Turkey added a new tool
to its transnational repression toolbox,
the weaponisation of international
anti-terror financing measures. This will
be explained in detail in the following
chapters.

Il. Brief background information

6.1n 2011, Turkey was placed onto
the Grey List by the Financial Actions
Task Force, (15) due to the deficiencies
within its legal framework and its in-
efficient practices in relation to money
laundering and anti-terrorism financing.
To remedy the situation, Turkey enacted
the Law on the Prevention of the Fi-
nancing of Terrorism (Law No. 6415) in
2013 (16) which resulted in its removal
from the Grey List in 2014.

7. In December 2019, the FATF
warned Turkey about its non-com-
pliance with several FATF rec- om-
mendations, especially those that are
related to the freezing of assets linked
to terrorism and the proliferation of
weapons of mass destruction. (17) In a
bid to avoid being placed onto the Grey
List by FATF, Turkey amended its Law
on the Prevention of the Financing of
Terrorism in January, 2021.

8. Of these amendments, the most
relevant provision for this submission
is that stipulating that regarding the
"Requests to Foreign Countries for the
Freezing of Assets and the Procedures

for Assets in Turkey” (Article 7 of Law
no. 6415):

Requests to Foreign Countries

for the Freezing of Assets and

Procedures for Assets in Turkey

Article 7 = (1) (Amend-
ed:27/12/2020-Art.7262/38.) Apart
from the subjects regulat- ed in Articles
5 and 6, the Assessment Commis-
sion, based on reasonable grounds to
demonstrate that the person, institution
or organisations have committed the
acts within the scope of Articles 3 and
4, may decide to make a suggestion to
the President in regard to requesting
the freezing of their assets in foreign
countries.

(2) The decision of the President
regarding the requests for the freez-
ing of assets that are made to foreign
countries, shall be notified to the
requested country by the Ministry of
Foreign Affairs.

(3) (Added: 27/12/2020-
Art.7262/38) Apart from the subjects
regulated in Articles 5 and 6, the
Ministers of the Treasury, Finance and
Internal Affairs may together decide,
upon the suggestion of the Assessment
Commission, upon the assets of the
person, institution or organisations that
have, based on reasonable grounds,
com- mitted the acts within the scope
of Articles 3 and 4, following their
proscription by the courts as a terrorist
organisation which is located in Turkey
having their assets frozen or, provid-
ed that the reasonable grounds have
ceased to exist, to remove the freezing
of such assets.

(4) (Added:27/12/2020-Art7262/38)
The Decision to freeze assets, which
was given in accordance with Para-
graph 3, shall be immediately imple-
mented and shall, no more than 48
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hours later, be submitted for approval
to the Ankara Assize Court, which shall
be designated by the Council of Judges
and Prosecutors. The Court, within 5
days, shall, following its considera-
tion as to the existence of reasonable
grounds, decide whether to hold or
dismiss the decision to freeze assets,
and notify MASAK of its decision. The
decision of the court may be appealed
against in accor- dance with the provi-
sions of the Criminal Procedure Code.

(5) (Added:27/12/2020-Art.7262/38)
The Assessment Commission shall,
starting from the publication of the
decision to freeze assets that are lo-
cated in Turkey, as- sess the existence
of reasonable grounds at six months
intervals and submit its sug- gestion to
the relevant ministers.

(6) (Added:27/12/2020-Art.7262/38)
Any requests by relevant persons
concerning the repeal of a decision
to freeze assets shall be made to the
Assessment Commis- sion. The Com-
mission shall submit to the relevant
ministers its suggestions as to the re-
quests. Requests which are considered
inadmissible shall, in accordance with
Paragraph 4. be referred to the relevant
court for consideration.

(7) (Added:27/12/2020-Art.7262/38)
In a case wherein, in accordance with
Para- graph 3, a decision for the freez-
ing of assets that are located in Turkey
is given, MA- SAK shall decide whether
to make a denunciation with a request
for initiating an in- vestigation about the
relevant persons, in accordance with
the Criminal Procedure Code. The de-
cisions given following an investigation
or prosecution shall be sent to MASAK
for submission to the Assessment
Commission.

9. After this amendment, the Gov-

ernment adopted an asset-freezing
decree in regard to 377 individuals, in
April, 2021. Of those 377 people, 205
are linked to the Gllen Movement, while
the remaining 172 are linked to the
Kurdistan Workers' Party's (PKK), the
Revolutionary Peo- ple's Liberation Par-
ty/Front (DHKP/C), and ISIL. (18) How-
ever, In November, 2021, the FATF once
again placed Turkey on to its Grey List,
and the FATF president said "Turkey
needs to show it is effectively tackling
complex money laundering cases, and
show it is pursuing terrorist financing
prosecutions...and prioritising cases of
U.N. designated terrorist organisations,
such as ISIL and al Qaeda", and added
that FATF was aware of human rights
organisations' concern over Turkey's
treatment of its civil society. (19) In De-
cember, 2021, Turkey adopted another
asset-freezing de- cree targeting 770
real and legal persons, (20, 21) and, of
those, 455 are linked to Giilen Move-
ment.

lll. Overview of the asset

freezing decisions adopted

in April and December, 2021

10. These two decisions targeted
the Gllen Movement, the Kurdistan
Workers' Party (PKK), the Revolutionary
People's Liberation Party/Front (DH-
KP/C), and ISIL. While, PKK, DHKP/C
and ISIL are internationally designat-
ed as terrorist organisations, there is
no country other than Tur- key which
regards the Giilen Movement as a
terrorist organisation. Yet, of the 1147
targeted persons, 670 were targeted
over their alleged affiliation with the
Gulen Movement. Those 670 per-
sons included journalists, academics,
authors, teachers, and lawyers, most
of whom have been granted asylum by
democratic Western countries because
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of the politically-motivated persecution
inflicted on them by the Turkish govern-
ment. For instance, the second Decree,
dated 20th December 2021, targeted
34 journalists who are members of

the International Journalists' Associ-
ation, based in Brussels. Of those 34
journalists, 22 are still practising their
profession abroad. Targeted journal-
ists currently live in the USA, Germany,
The Netherlands, The United Kingdom,
Sweden, and Canada. The first Decree,
dated 7th April, 2021, also target- ed
journalists, columnists, authors and
academics living abroad.

11. Those targeted journalists are
vocal critics of the Turkish government,
and they are also docu- menting the
human rights violations and corruption
cases that are taking place in Turkey.
For instance, the journalist Cevheri
Guven, with 450,000 subscribers on his
Youtube channel and 222,000 followers
on Twitter, provides wide coverage of
the torture, arbitrary imprisonment, and
corruption cases taking place in Turkey.
Similarly, the journalist Sevinc Ozarslan,
of Bold Media (which has 385,000 sub-
scribers on Youtube), covers the torture
and the imprisonment of women. The
Netherlands-based journalist Basri
Dogan, who was awarded the Royal
Or- der of the Netherlands in 2020, is
one of the targeted journalists. (22) The
journalist Mehmet Cerit, who is editor
in chief of a Dutch newspaper called De
Krant Tekening, was also targeted by
the Turkish government. (23) Currently,
Sweden-based journalist and editor in
chief of the Nordic Monitor, Abdullah
Bozkurt (24) , who covers radicalisation
in Turkey and the Turkish gov- ern-
ment's relationship with jihadist groups
widely, and who also suffered a phys-
ical assault in 2020 (25), is amongst

those targeted with the Decree of 20th
December, 2021. Another Nordic Mon-
itor journalist, Levent Kenez, Turkey's
request for whose extradition requests
was recently dismissed by the Swed-
ish courts, due to its political nature
and lack of mer- it (26), is also one of
those targeted by the Decree of 20th
December 2021. Another, cur- rently
Sweden-based journalist and aca-
demic, Bulent Kenes, who is the author
of a book entitled ‘A Genocide in the
Making', has also been targeted by the
Turkish government.

IV. Purpose of the asset

freezing decisions adopted

in April and December, 2021

12. The financial repression of
journalists and other government critics
has long been in the repression toolbox
of the Turkish government. In Decem-
ber, 2016, the Istanbul Crimi- nal Peace
Judgeship froze the assets of 54 jour-
nalists in a single order. (27) As men-
tioned above, a total of USD 32 billion
worth of assets were confiscated, or
taken over by the Government, with the
pretext of fighting terrorism, and a total
of 213,696 estates have been frozen at
the request of the Executive or of the
Judiciary, with the same pretext. (28)
The very same journalists that were tar-
geted with the Istanbul Criminal Peace
Judge- ship's order of December, 2016,
have now been targeted with an Admin-
istrative Decree. As any assets of theirs
within Turkey have already been seized
or frozen, as per a judge- ship order,
there is no need for an Administrative
Decree to do the same. That being said,
it is clear that the two administrative
decrees concerned, which were enact-
ed in 2021, were aimed at persecuting
journalists abroad by exploiting the
international mecha- nism on fighting
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terrorist financing.

a. Amendment to Article 7

of Law no. 6415

13. Which this amendment, dated
27th December 2020, Turkey intro-
duced a new mecha- nism through
whichh to send requests for the freez-
ing of assets to foreign countries.

Article 7 = (1) (Amend-
ed:27/12/2020-Art. 7262/38.) Apart
from the subjects regulat- ed in Articles
5 and 6, the Assessment Commission,
based on reasonable grounds that the
person, institution or organisations
have committed the acts within the
scope of Articles 3 and 4, may decide
to make suggestion to the President on
re- questing the freezing of their assets
in foreign countries.

(2) The decision of the President re-
garding the requests for the freezing of
assets made to foreign countries shall
be notified to the requested country by
the Ministry of Foreign Affairs.

14. This new administrative mech-
anism shows the Turkish government's
clear intention of targeting those
abroad. It has therefore adopted two
Decrees against those living abroad
whose assets in Turkey have already
been seized by the judicial authorities.
(See: §12,8818-22)

b. Using influence on

foreign financial and financial

intelligence institutions

15. There are 54 banks in Turkey
and, of those, 21 are foreign banks. (29)
There are also 27 autho- rised payment
institutions (30) and 29 authorised
electronic money institutions. (31) All
of these are subject to Turkish laws
and regulations and are inspected by
The Banking Regulation and Supervi-

sion Agency (BDDK), the Central Bank
and the Financial Crimes Investigation
Board (MASAK). (32)

16. There are also several multi-
national financial intelligence and due
diligence companies that have branch-
es in Turkey. For instance, multination-
als such as Refinitiv-World Check and
Lex- is-Nexis have branches or part-
ners in Turkey, who collect and process
data, including the per- sonal data of
individuals, and who share it with their
customers across the world.

17. Through these methods, the
data on the Turkish authorities' polit-
ical persecution measures against its
critics are included in the databanks
of these banks and companies, and
they are transferred abroad and can be
incorporated into databases in foreign
countries. This issue will be explained
in detail below, based on real incidents
which have taken place. (See: §§18-22)

V. Findings of a survey

conducted for this report:

Consequences of the asset

freezing decisions adopted

in April and December, 2021

18. Within the scope of this report,
we conducted a survey with 34 indi-
viduals who were targeted by the use
of the aforementioned two Decrees,
and who are currently living abroad. Of
those, 13 participants are academics,
6 are journalists in exile, 2 are human
rights defenders (the staff of human
rights NGOs), 1 is a lawyer, 2 are uni-
versity students, and 10 are from other
pro- fessions. 20 participants have
been recognised as political refugees,
10 are immigrants living abroad due to
the fear of political persecution, 4 are
dual national Turkish citizens. 17 par-
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ticipants live in the European Union, 9
in the United Kingdom and 8 in the USA
and Canada.

19. 17 participants out of the 34 do
not have any assets in Turkey, while the
other 17 do. 12 of these 17, who have
assets in Turkey, have already been
subjected to asset freezing measures
by judicial warrants. If the purpose of
such action was not related to targeting
them abroad, there would therefore be
no point in including 29 of those 34 par-
ticipants in actions taken under these
Decrees, as the individuals either do not
have any assets in Turkey or have al-
ready been subjected to asset freezing
measures by judicial warrants.

20. 19 participants stated that,
immediately after the respective
Decree became public, they faced one
or more adverse outcomes. 9 partic-
ipants were denied the opening of a
bank ac- count, the bank accounts of 3
participants were closed by their banks,
the credit cards of 2 were cancelled,
and 3 participants' accounts on online
payment platforms were closed. The
German newspaper Die Welt reported
that Deutsche Bank had closed the ac-
counts of some of their customers who
had Turkish origins, for the same rea-
son. (33) Further, 5 par- ticipants' banks
requested an explanation in order to be
able to decide whether to keep him/her
as a client.

21. Most of the participants said
that his/her bank, or the online pay-
ment platforms, be- came aware of the
listing under these Decrees through the
Worldcheck Refinitv and Lex- is Nexis
databases. Some participants stated
that the Turkish embassy in his/her
country visited the banks and informed

them about the Decrees.

22. These findings show that the
Turkish government uses anti-terrorist
fighting tools to disguise its trans-
national political repression. What is
worse, is that, although the Turkish
Foreign Affairs Ministry has not been
able to successfully deceive foreign
governments, it has been successful
in influencing private entities, such as
banks and other financial institutions.

VI. Reports on the amendments
to the Law on the Prevention of
the Financing of Terrorism

(Law No. 6415)

a. Amnesty International Report:
Weaponising Counterterrorism |
Turkey Explo- itsTerrorism
Financing Assessment to

Target Civil Society (34)

23. The report said:

Law No. 6415 established the
offence of the "financing of terror-
ism", and provided for the freezing
of assets with the aim of preventing
such financing. According to this law,
amongst other things, it is forbidden
to collect or provide funds for acts set
forth as being terrorist offences, within
the scope of Turkey's Anti-Terrorism
Law No. 3713 of 12th April ,1991. There
Is no agreed definition of “terrorism”
under international law, which has
meant that States have adopted their
own, often vague and overly broad
definitions. ... The constellation of
counterterrorism laws currently in force
in Turkey includes unacceptably broad
definitions of “terrorism" and “terrorist
offender.” As UN Special Rapporteurs
noted in a 26th August, 2020, commu-
nication to the government, Tur- kish
law defines "terrorism" in terms of an
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organisation's political aims, rather
than by the specific conduct of an
offender, i.e., encompassing specific
intent to cause death or serious bodily
harm. Similarly, there is no requirement
that a person must have committed a
serious crime against the State that has
caused specific, clearly enumerated
harms, for an individual to be deemed a
“ter- rorist offender” under Article 2 of
the Anti-Terrorism Law (Law No. 3713).
Articles 3 and 4 of Law No. 3713 list
vague terrorist offences that are pun-
ishable under the relevant articles of the
Turkish Penal Code, Article 7/2, which
criminalises "making propaganda for a
terrorist organisation”, ... The provisions
of the Turkish Penal Code criminalising
terrorism-related offences, such as
Article 314 (membership of a terror-

ist organisation), 220/6 (committing

a crime in the name of a terro- rist
organisation without being its member),
and 220/7 (assisting a terrorist organi-
sation wit- hout being its member) are
routinely used by the Tukish authorities
to convict individuals without clear and
convincing evidence that the alleged
criminal acts have been committed.
Prosecutors typically fail to apply clear
criteria indicating what specific acts of
alleged “assistance” to an armed group
constitute criminal offences, including
clearly indicating when such assistance
is, in and of itself, a recognisable crimi-
nal offence, or when it must be directly
linked to the planning or commission
of a recognisable criminal offence. In
most cases, prosecutors do not provide
evidence demonstrating any link to

a terrorist organisation, nor do they
attempt to prove that the accused has
committed a crimi- nal offence consti-
tuting “assistance to a terrorist organ-
isation”. In the last five years, and as
the examp- les below reflect very well,

it has become a routine judicial practice
to prosecute and convict people for
broad and undefined terrorism-related
offences, without credible and sufficient
evidence and on the sole basis of their
real or perceived political opinions.

24. The same Amnesty International
report also underlined that there was no
possible remedy in Turkey for the vic-
tims of the abusive misuse of anti-ter-
ror laws by the Turkish authorities:

An independent and impartial judi-
ciary is fundamental for human rights
to be legally enforceable and for access
to effective remedies. In recent years,
executive control and political influ-
ence over the judi- ciary in Turkey have
drastically increased, leading courts to
routinely accept unsubstantiated indict-
ments and to prosecute and convict
civil society actors solely because they
have criticised government policies or
are considered political opponents of
the government. This “no evidence re-
quired" pheno- menon has undermined
the Turkish judiciary to the point where
any notion of meaningful indepen-
dence is illusory. Judges and prosecu-
tors consistently face undue pressure
as they risk transfer, dismis- sal, or
disciplinary and criminal investigations,
if they make decisions considered to be
in opposition to the government. Turkey
ranks second in the Council of Europe
region for the number of violations in
Jjudgments issued by the European
Court of Human Rights. In 85 of 97
Jjudgments concerning Turkey in 2020,
the European Court found at least one
violation, with the bulk of violations
being related to Article 5 (the right to
liberty and security) in 16 judgments;
Article 6 (the right to a fair trial) in 23
judg- ments; Article 10 (the freedom
of expression) in 31 judgments; and
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Article 11 (the freedom of assembly
and association) in 11 judgments.Nach
dem Putschversuch 2016 wurde der
Ausnahmezustand verhéangt, wahrend
dessen sich die Verfahrensgarantien
und der Zugang zu wirksamen inner-
staatlichen Rechtsbehelfen in der Tirkei
erheblich verschlechterten. Infolgedes-
sen wurde das Recht auf ein faires
Verfahren nach internationalen Stand-
ards erheblich untergraben. Auch der
Grundsatz der Unschuldsvermutung
und das Recht auf einen wirksamen
Rechtsbehelf wurden bei der Strafver-
folgung und bei Massenentlassungen
routinemaBig verletzt. Diese Versto3e
gegen faire Verfahren dauern bis heute
an, da viele der NotstandsmalZnahmen
nach dem Ende des Ausnahmezu-
stands im Jahr 2018 in das allgemeine
Strafrecht aufgenommen wurden.
Wéhrend des Ausnahmezustands
2016—2018 wurden mehr als 1300
Vereinigungen und Stiftungen sowie
Uber 180 Medien durch Exekutivdekrete
wegen nicht naher bezeichneter
Verbindungen zu ,terroristischen” Or-
ganisationen dauerhaft geschlossen. ...
Solche Exekutivdekrete wurden nur ein-
er oberflachlichen parlamentarischen
oder gerichtlichen Priifung unterzogen.
Das tiirkische Verfassungsgericht
lehnte Klagen gegen solche staatlichen
Ubergriffe mit der Begriindung ab, es
sei nicht zusténdig fiir die Uberpriifung
von Exekutivdekreten, die im Rahmen
eines Ausnahmezustands erlassen
wurden. Fast 130.000 Beschéftigte des
offentlichen Sektors, darunter auch
Gewerkschafter und Akademiker, die
sich fiir Menschenrechte einsetzen,
wurden fristlos entlassen und erhielten
ein dauerhaftes Arbeitsverbot im
offentlichen Sektor oder sogar in ihrem
Beruf insgesamt, weil die zustandigen
Behérden die unbegriindete Behaup-

tung aufstellten, diese Beschéftigten
hétten ,Verbindungen zu verbotenen
Gruppen", wirden ,ihnen angehdren,
mit ihnen in Verbindung stehen oder
mit ihnen kommunizieren”. Die Ent-
lassungen enthielten weder konkrete
Beweise noch Einzelheiten liber das
angebliche Fehlverhalten. So wurden
mehr als 4000 Richter und Staatsan-
waélte — ein Drittel der tlirkischen
Justiz — in vereinfachten Verfahren, die
per Exekutivdekret eingefiihrt worden
waren, wegen angeblicher Verbind-
ungen zu ,terroristischen" Organisa-
tionen entlassen, ohne dass konkrete
Beweise vorgelegt wurden oder ein
faires Verfahren stattfand, was zu einer
Vielzahl von Menschenrechtsverletzu-
ngen fiihrte, darunter Verletzungen des
Grundsatzes der Unschuldsvermutung
und des Rechts auf ein faires Verfahren
und auf Freiheit und Sicherheit der
Person sowie des Rechts auf Arbeit und
Freiziigigkeit.

Following the 2016 attempted coup,
a state of emergency was imposed dur-
ing which procedural sa- feguards and
access to effective domestic remedies,
in Turkey, significantly deteriorated. As
a result, the right to a fair trial, accord-
ing to international standards, was
woefully undermined. The principle of
the presumption of innocence and the
right to an effective appeal were also
routinely violated in criminal prosecu-
tions and summary dismissals. Such
fair trial violations continue to date,
since many of the emergency meas-
ures were subsequently embedded in
the ordinary criminal law after the tate
of emergency ended in 2018. During the
2016-2018 state of emergency, more
than 1,300 associations and founda-
tions, and over 180 media outlets, were
permanently closed down by Executive
Decrees for unspecified links to “ter-
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rorist” organisations. ... Such Executive
Decrees were subjected only to perfun-
ctory parliamentary or judicial scruti-
ny. The Turkish Constitutional Court
rejected applications against such state
overreach, claiming that it was not
competent to review Executive Decrees
issued under a state of emergency.
Almost 130,000 public sector workers,
including trade unionists and human
rights academics, were summarily dis-
missed and permanently banned from
working in the public sector, or even in
their profession as a whole, based on
unsubstantiated claims by the relevant
authorities that such workers “..had
links to, were part of, were connected
to, or in communication with..." proscri-
bed groups. Their dismissals did not
include specific evidence nor details

of their alleged wrongdoing. Amongst
these, over 4,000 judges and prosecu-
tors, one-third of the Turkish judiciary,
were dismissed through simplified
procedures, established via Executive
Decrees, for having alleged links to
“terrorist” organisations without either
any specific evidence or a fair process,
which resulted in a wide ran- ge of hu-
man rights abuses, including violations
of the principle of presumption of inno-
cence and the rights to a fair trial and
to the liberty and security of person, as
well as the rights to work and freedom
of movement.

The use of emergency powers in
the name of the fight against terrorism,
during the two-year state of emergen-
cy, adversely affected the enjoyment
of human rights and the functioning of
the criminal justice system, including
through the imposition of restrictions
on the rights to defence and to a fair
trial via the adoption of abusive legal,
administrative and security meas-
ures. As noted above, these measures

remained in force after the end of

the state of emergency, following the
introduction of Law No. 7145, which
integrated them into the ordinary law.
As a result, the Turkish authorities have
“normalised" the use of exceptional
measures, granting to themselves a
vastly expanded array of powers that
are routinely used to target civil society
actors and others, including judges and
workers whom they consider oppo-
nents. In 2017, amendments to the Tur-
kish Constitution included changes to
the composition of, and procedure for
appointing mem- bers of the Council
of Judges and Prosecutors. These
changes further eroded the independ-
ence and impartiality of the judiciary by
enhancing the powers of the executive
to exert political inf- luence over the
Council. The lack of an independent
Jjudiciary leaves little recourse for NPOs
that would want to challenge and seek
an effective remedy for human rights
violations arising from government
action under Law No. 7262.

25. Amnesty International Turkey's
conclusions are correct. The Ankara
4th Heavy Penal Court that was vested
with the power to review administrative
asset freezing decrees, rubber-stamped
the decrees of April and December,
2021, that are the subjects of this
study, on 9th April, 2027 (35) and 29th
December, 2021 (36). In the parts of the
decision that provide the justification
for the Court's conclusion, bearing in
mind the fact that this is a decision in
which the rights of more than 1,100
individuals were being considered, only
ran to about one and a half pages, in
which the Court was mainly citing the
legal provisions. The individual's ob-
jections against the approval decision
were summiarily dismissed by Ankara
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5th Heavy Penal Court with a half page
decision, and without any justification.
(87) The individuals' request to obtain a
copy of the case files, in order to effec-
tively use their right to appeal, was also
dismissed by the Ankara 4th Heavy
Penal Court.

b. Report of Third Sector

Foundation of Turkey (TUSEV)

26. Their report, dated February
2021, concluded that Turkey's practice,
with regard to an- ti-terrorist financing
policies, were not proportionate and
they disrupted legitimate civil activities,
and therefore it was in breach of FATF
recommendations. (38)

VII. International Legal

Framework on Anti-terrorism laws

27. Terrorism attacks the values
that lie at the heart of the Charter of
the United Nations: respect for human
rights; the rule of law; rules of war that
protect civilians; tolerance among
peo- ples and nations; and the peace-
ful resolution of conflict. (39) History
has proven that there is no country in
the world that is completely safe from
terrorism, no matter how powerful the
security apparatuses it has are. Interna-
tional cooperation in fighting terrorism
is therefore required, but the lack of any
agreed international definition for the
term 'terrorism’ makes this cooperation
ineffective. Despite several attempts
by the United Nations, the Council of
Eu- rope, and the European Union, the
initiative to reach a universal consensus
on the definition of the term ‘terrorism'’
has failed.

Attempts of the United

Nations to give a definition

28. The International Convention
for the Suppression of the Financing of

Terrorism, of 1999, de- fines terrorism
as "any . ..act intended to cause death
or serious bodily injury to a civilian, or
to any other person not taking an active
part in the hostilities in a situation of
armed conflict, when the purpose of
such act, by its nature or context, is to
intimidate a population, or to compel a
government or an international organ-
isation to do or to abstain from doing
any act."

29. The United Nations Security
Council resolution of 2004 elaborates
upon this definition, stat- ing that ter-
rorist acts are "criminal acts, including
against civilians, committed with the
intent to cause death or serious bodily
injury, or the taking of hostages, with
the purpose of pro- voking a state of
terror in the general public or in a group
of persons or particular persons, to
intimidate a population or compel a
government or an international organ-
isation to do or to abstain from doing
any act." (40) The UN General Assembly
reaffirmed this definition in Jan- uary,
2006 (Resolution 60/43), defining ter-
rorist acts as “criminal acts intended or
calculated to provoke a state of terror in
the general public, a group of persons
or particular persons for political pur-
poses." (41)

Attempts at definition by

the European Union

30. The European Convention on the
Suppression of Terrorism, of 1977, does
not provide a defi- nition of terrorism.
To remedy this absence, the Council of
the European Union's Framework De-
cision on combatting terrorism, of 13th
June, 2002, put forward guidance on
the definition of a terrorist offence. (42)
Article 1 of the Framework Decision
states that terrorist offences are of-
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fences under national law, which, given
their nature or context, may seriously
damage a country or an international
organisation and that are committed
with the aim of: (i) seriously intimidating
a population, or (ii) unduly compelling

a Government or international organ-
isation to perform or abstain from
performing any act, or (iii) seriously
destabilising or de- stroying the funda-
mental political, constitutional, eco-
nomic or social structures of a country
or an international organisation, shall
be deemed to be terrorist offences:

(a) attacks upon a person's life which
may cause death; (b) attacks upon the
physical integrity of a person; (c) kid-
napping or hostage taking; (d) causing
extensive destruction to a Government
or public facility, a transport system,

an infrastructure facility, including an
information system, a fixed platform
located on the continental shelf, a
public place or private property, likely to
endanger human life or result in major
economic loss; (e) seizure of aircraft,
ships or other means of public or goods
transport; (f) manufacture, possession,
acquisition, transport, supply or use

of weapons, explosives or of nuclear,
biological or chemical weapons, as well
as research into, and development of,
biological and chemical weap- ons; (g)
release of dangerous substances, or
causing fires, floods or explosions the
effect of which is to endanger human
life; (h) interfering with or disrupting the
supply of water, power or any other fun-
damental natural resource, the effect
of which is to endanger human life; (i)
threatening to commit any of the acts
listed in (a) to (h).

The Council of Europe
31. The Council of Europe's Con-
vention on the Prevention of Terrorism

of 2005 states "acts of terrorism have
the purpose by their nature or context
to seriously intimidate a pop- ulation

or unduly compel a government or an
international organisation to perform, or
abstain from performing, any act, or to
seriously destabilise or destroy the fun-
damental political, constitutional, eco-
nomic or social structures of a country
or an international organisation.” (43)

Observing human rights and

freedoms is an integral part

of combatting terrorism

32. Acts of terrorism are violations
of human rights and freedoms. Acts of
terrorism “ai[m] at the destruction of
human rights, fundamental freedoms
and democracy [...,] under- min[e] plu-
ralistic civil society and hav[e] adverse
consequences on the economic and
social development of States". (44) Acts
of terrorism "endanger innocent lives
and the dig- nity and security of human
being everywhere, threaten the social
and economic devel- opment of all
States, and undermine global stability
and prosperity" (45)

33. States have a duty to protect
individuals under their jurisdiction from
acts of terrorism. States are under the
obligation to criminalise and prevent
terrorist acts, as well as to bring those
responsible for such acts to justice.
However, States should do so by ob-
serv- ing the law and respecting human
rights. The UN General Assembly
solemnly reaffirmed the centrality of re-
spect for human rights to counter-ter-
rorism measures and has stated that
effective counterterrorism measures
and the protection of human rights are
not con- flicting goals, but are com-
plementary and mutually reinforcing.
(46, 47) In The United Nations Global
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Counter-Terrorism Strategy, which was
adopted by the General Assembly Res-
olu- tion 60/288, set out measures to
ensure respect for human rights for all,
and the rule of law was determined as
being one of the four pillars of combat-
ting terrorism. (48)

No punishment without law, the

quality of law and foreseeability

34. The principle of no punishment
without law that is envisaged in Article
11 of the Universal Declaration of
Human Rights (49), Article 15 of ICCPR
(50), Article 7 of ECHR, is one of the hu-
man rights that States should observe
while criminalising and prosecuting
terrorism and terror- ism-related acts.
Stipulating that a certain action will
constitute an offence does not mean
that the principle of legality has been
respected. The law in question must
have the quality of law (51), meaning
that it must be both accessible and
foreseeable in order to prevent any ar-
bitrariness by the domestic courts, and
it must be sufficiently clear for individ-
uals to be able to conduct themselves
in accordance with its commands. To
provide an effective safequard against
arbitrary prosecution, conviction and
punishment, laws imposing criminal
punish- ment must be written in a way
that gives "fair notice" of what conduct
is prohibited. (52, 53, 54) The concept
of "law" implies "qualitative require-
ments, including those of accessibility
and foreseeability. It follows that the
offences and the relevant penalties
must be clearly defined in law. This
requirement is satisfled when the
individual can know from the wording
of the rel- evant provision and, if need
be, with the assistance of the courts'
interpretation of it, or by way of appro-
priate legal advice, to a degree that is

reasonable in the circumstances, what
acts and omissions will make him crim-
inally liable". (55) Secondly, where there
is judicial development of the law, any
changes must be predictable. (56)

35. The European Court of Human
Rights, The UN Human Rights Commit-
tee, the Special Rappor- teur on Human
Rights while Countering Terrorism, and
the High Commissioner for Human
Rights have frequently expressed their
concern that the counter-terrorism
legislation of many States does not
meet the requirements of accessi-
bility and foreseeability. In reviewing
the counter-terrorism legislation of
Member States they have, for instance,
expressed the follow- ing criticisms:

- There is a: "Lack of precision in the
particularly broad definitions of terror-
ism and terrorist activity; ... the State
party should: Adopt a narrower defi-
nition of crimes of terrorism limited to
offences that can justifiably be equated
with terrorism and its serious conse-
quences." (57)

- "The vaguely defined crime of
collaboration [with terrorist organisa-
tions] runs the risk of being extended to
include behaviour that does not relate
to any kind of violent activity” and “the
vagueness of certain provisions on
terrorist crimes in the ... Penal Code
carries with it the risk of a ‘slippery
slope’, i.e., the gradual broadening of
the notion of terrorism to acts that do
not amount to, and do not have suffi-
cient connection to, acts of serious vi-
olence against members of the general
population.” (58)

- "that the offence of the '‘encour-
agement of terrorism' has been defined
.. in broad and vague terms." (59)

36. In common law, the"void for
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vagueness" doctrine was established to
ensure the require- ment that the fore-
seeability of criminal laws is observed.
The United States Supreme Court said:
"It is a basic principle of due process
that an enactment is void for vague-
ness if its prohibitions are not clearly
defined. Vague laws offend several
important values. First, because we as-
sume that man is free to steer between
lawful and unlawful conduct, we insist
that laws give the person of ordinary
intelligence a reasonable opportunity
to know what is prohibited, so that he
may act accordingly. Vague laws may
trap the inno- cent by not providing

fair warning. Second, if arbitrary and
discriminatory enforcement is to be
prevented, laws must provide explicit
standards for those who apply them. A
vague law impermissibly delegates ba-
sic policy matters to policemen, judges,
and juries for resolution on an ad hoc
and subjective basis, with the attendant
dangers of arbitrary and discriminatory
application.”

37. The lack of a universal definition
for terrorism facilitates the politicisation
and misuse of the term "terrorism” to
curb non-terrorist, or even legal activ-
ities. Some states have an- ti-terror
legislation that is very vague and overly
broad. By misusing, in some cases even
weaponising anti-terrorism laws, States
violate the rights and freedoms of
individuals. The vague and overly broad
definitions of terrorism violate the
principles of no punish- ment without
law, and the prohibition of retrospec-
tive punishment. These problems ring
true for Turkey's main anti-terrorism
provisions.

VIIl. Abuse of anti-terrorism
laws by the Turkish government
38. In 2014, Turkey's AKP govern-

ment launched a crackdown campaign
against the Gilen Movement. Since this
campaign began, Turkish prosecutors
have begun to misuse an- ti-terrorism
provisions in this crackdown on the
Gilen Movement and on other critics
of the Government. According to the
Turkish Justice Ministry's statistics,
there has been a steady increase in the
use by public prosecutors of Art. 314
TPC; 8,416 charges were filed under
Arts. 314 TPCin 2013, 146,731 in 2017,
115,753 in 2018, 54,464 in 2019 and
33,885 in 2020. These statistics high-
light that, in total, Turkish prosecutors
filed more than 420,000 charges under
Art. 314 TPC between 2013 and 2020,
and more than 265,000 individuals
were sentenced under the same Article
between 2016 and 2020. (60) The sta-
tistics for 2021 are yet to be published.
On 20th February, 2021, the Minister of
the Interior, Stileyman Soylu, stated that
622,646 people have been subjected

to crimi- nal investigation over alleged
membership of an armed terrorist
organisation, because of their links with
the Gllen Movement and 301,932 of
these have been arrested by the police
(gozaltr in Turkish). (61) Consequently,
Turkey has the largest population of
inmates who have been convicted of
terrorism-related offences, according
to a Council of Europe ('COE’) report
which shows that more than 95% of the
inmates in the COE Member States who
have been sentenced for terrorism are
in Turkish prisons. (62, 63)

39. In the case of Demirtas v. Turkey
(No 2, the European Court of Human
Rights (ECtHR) found that Turkey's
main anti-terrorism provision was not
‘foreseeable’ and thus breached the
Convention. (64)
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40. After the 2016 coup attempt,
public prosecutors and courts across
the country adopted a list of variables
through which to determine whether
an individual is a member of the Gilen
Movement and thus a 'terrorist.’ These
variables are usually a s follows:

(i) being a depositor at Bank Asya;

(ii) using or downloading the Bylock
messaging application;

(i) analysis of social media activity
and the websites visited;

(iv) donations made to relief or-
ganisations with alleged GM links, i.e.,
Kimse Yok Mu;

(v) being a resident or student in
those schools, universities and dor-
mitories that have been closed under
the state of emergency as a result of
alleged GM links, or sending children to
those educational institutions;

(vi) subscription to GM periodicals;

cancelling their subscription to DIG-
ITURK, a satellite television provider, as
a result of its decision to end the broad-
casting of seven television channels
that are critical of the AKP government;
being a shareholder in companies that
have been dissolved/seized under
the state of emergency as a result of
alleged GM links; being a manager,
employee, or member of a trade union,
association, foundation or company
that has been closed/dissolved/seized
under the state of emergency as a
result of its alleged GM links.

41. At this point, it is worth not-
ing that all of those conducting such
activity as that described above were
all participating in/making transactions
with organisations that were, at the ma-
terial time, legal and operating under
government licences or authorisation:
the TV channels,

42. Bank Asya (65, 66), Kimse Yok
Mu (67), schools (68), universities (69)
and foundations (70), and/or operating
under the authorisation and inspec-
tion of the Ministry of the Interior or
the Ministry of Work and Employment.
Moreover, most of those organisations
had been given special titles and privi-
leges, such as tax exemption (71), pub-
lic benefit association (72), government
subsi- dy, or an outstanding public
service award. (73) In other words, this
was all lawful activity in the exercise of
rights that are protected by the ECHR.

43. Subconclusion:

a) The Giilen Movement has not
been designated as a terrorist organ-
isation by the UN, the EU, or in any
country except Turkey; and

b) Variables used by Turkey to
designate someone as a terrorist in no
way fit in with any international treaties
or provisions on combatting terrorism,
as well as with the legal framework that
has been created by the UN, the EU and
the Council of Europe.

IX. Unintended consequences

of the FATF Standards

44. In a synopsis (74) published
by FATF in October, 2021, FATF admit-
ted that standards it had put forward
resulted in unintended consequences
against innocent real and legal per-
sons. According to FATF, the themes
of the unintended consequence are
mainly: (1) De-risking; (2) Financial
Exclusion; (3) Curtailment of Human
Rights; and (4) Undue tar- geting of
NPOs. We will consider the first three of
these, since they are the most relevant
to our subject. (75)
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De-risking The phenomenon of financial institutions terminating or
restricting business relationships with clients, or categories of
clients, to avoid, rather than manage, risk, in line with the FATF's
risk-based approach. (76)

Financial The misapplication of the FATF Standards, and, in particular,
Exclusion the fail- ure to use the proportionality that is central to the
risk-based approach, which can lead to, or compound, finan-
cial exclusion. FATF states that there are two main factors
which contribute to financial exclusion. First- ly, implemen-
tation issues at the country or private sector level, which lead
to the misapplication of the FATF Standards, and, in particu-
lar, the failure to use the proportionality that is central to the
risk-based ap- proach. Secondly, FATF and other activities
do not adequately encour- age authorities, the private sector
and assessment teams to understand the impact of financi-
al exclusion. The FATF Standards are primarily fo- cused on
higher risk situations, so that enhanced measures are man-
da- tory in high risk situations, while simplified measures are
optional in low risk situations. (77)

Curtailment The FATF said it had also been made aware of instances of
of Human the misappli- cation of the FATF Standards ... potentially as
Rights an excuse for measures with some other motivation. FATF

says there are a number of ways in which the misapplication
of the FATF Standards may affect due process and procedu-
ral rights, including:

- excessively broad or vague offences in legal coun-
terterrorism fi- nancing frameworks, which can lead to the
wrongful application of preventative and disruptive measu-
res, including sanctions that are not proportionate;

- issues relevant to the investigation and prosecution
of terrorist financing and money laundering offences, such
as the presump- tion of innocence and a person's right to
effective protection by the courts; and

- the incorrect implementation of UNSCRs and FATF
Standards in relation to due process and procedural issues
for asset freezing, including the rights to review, to challenge
designations, and to basic expenses. (78)

D
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X. Conclusion

45. The following conclusions can
be drawn from the present study:

i. FATF standards are important
as a means through which to check
a State's compliance with anti-terro-
rist financing and money laundering
standards, which help make the world
a safer place; however, as FATF admit-
ted, anti-terrorist financing and money
laundering standards are prone to being
intentionally abused for political purpo-
ses, and this can also result in uninten-
ded consequences.

ii. Although money laundering is
universally well defined, terrorism and
its related offences, such as the finan-
cing of terrorism, do not have a univer-
sal definition. This means that there
is a specific threat that such offences
can be used to persecute political
opponents and civil society actors. This
extends outside the criminal sphere to
the listing of individuals as terrorists,
which, under the scheme that is pre-
sently in place in Turkey, leaves them
with little opportunity to challenge such
a designation, and may have serious
implications for individuals' ability to
live and survive abroad

iii. iii. For the above reasons, the
FATF standards that are properly requi-
red from States may have the conse-
guence of being used by some States
to curtail the freedom of individuals,
even individuals who have escaped
from those States as refugees. FATF
accepts that its standards may be abu-
sively deployed 'as an excuse measure
with another motivation' (79).

iv. As well as having seriously de-
trimental effects on individuals' rights,
such abusive deploy- ment of FATF
standards can also have the opposite
effect than that which was intended
by FATF, in that States who use broad

measures to persecute their political
opponents are not taking targeted mea-
sures to prevent terrorism and terrorist
funding as envis- aged, resulting in a
lacuna in protection from these activi-
ties in those States.

v. The FATF must take measures,
not only to protect those who are under
vague an- ti-terrorism provisions for
political reasons, but also to ensure that
its standards are targeted to prevent
terrorism and terrorist funding, which is
their fundamental aim.

vi. vi. Turkey's abuse of anti-terro-
rism measures is very well documen-
ted, as set out above.

vii. The Gilen Movement has not
been designated as a terrorist organi-
sation by any country other than Turkey,
and there is no evidence that the Tur-
kish designation is properly made.

viii. The variables used by the
Turkish government to determine
someone's membership of the Giilen
Movement do not fall within the legal
framework that has been put forward
by the UN, the EU, and the COE, and,
on the contrary, they breach the funda-
mental rights and freedoms that are
enshrined by the UDHR, ICCPR, and
ECHR. The ECtHR found that Turkey's
main anti-terrorism provision was not
‘foreseeable’ and thus breached the
Convention. (80)

ix. The Turkish government has
been abusing the interational coope-
ration on fighting terrorist financing
to deploy it as a transnational tool of
repression

x. The Turkish government has been
abusing its influence over multinational
finan- cial institutions and financial
data processing companies to target
dissidents living abroad.
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XI. Recommendations

46. To FATF, FATF-style regional bo-
dies, national financial conduct authori-
ties and financial requlators:

i. Fully and explicitly recognise the
key role played by human rights defen-
ders and civil society actors in preven-
ting and countering violent extremism,

ii. Make an unequivocal statement
that FATF measures must not be used
as a tool of political persecution,

iii. Involve human rights defenders,
human rights NGOs, and bar associa-
tions as stakeholders and partners in
overall actions, as well as encouraging
such a parti- cipatory approach at the
national level, and accept an obligation
for public con- sultation,

iv. Launch the UN's universal peri-
odic review style periodic monitoring
cycle on States’ compliance with FATF
standards and human rights,

v. Initiate an ‘abusers list' to name
and shame those States that abuse the
tools for fighting terrorist financing and
money laundering for ulterior motives;

vi. Review states' legislations and
legal provisions under the ECtHR's case
law on the quality of law principle,

vii. Consider the judgment of the
ECtHR and the opinions and reports of
the UN human rights bodies on res-
pective States while evaluating their
compliance,

viii. Work with human rights groups
and international organisations to
conduct regular reviews into States'
compliance with the above,

ix. Remind financial institutions that
financial inclusion is a fundamental
right,

x. Remind financial institutions and
financial data processor companies
that designati- ons about individuals
should be treated with utmost caution
when they are made by States that:

a) are placed on the FATF's Grey List,
or, b) that international tribunals or
human rights bodies have found, or are
reported, to be breaching human rights
and freedoms, or of having vague and
abusive anti-terror or AML provisions,

xi. Remind financial institutions and
financial data processor companies
that designati- ons about journalists
and other human rights defenders and
political refugees should be treated with
utmost caution, and ensure that,

xii. the daily life of those subjected
to measures, where it appears that
these are political- lly motivate, should
not be disrupted.

47. To governments:

i. Pass legislation to reduce the
benefits of engaging in transnational
repression,

ii. Pass legislation to financially
compensate individuals who are perse-
cuted due to the abuse of anti-terrorism
laws and tools,

iii. Raise the cost of engaging in
transnational repression and use more
frequently targe- ted sanctions on those
individuals who are responsible for
grave human rights viola- tions against
exiles, by using transnational repression
tools,

iv. Require financial institutions and
financial data processor companies to
have grea- ter transparency, to comply
with fundamental rights and freedoms,
and, particularly, with the presumption
of innocence,

v. Require multinational financial
institutions and financial data processor
companies to comply with business and
human rights guidelines, particularly
with those of the OECD and the UN,

vi. Require multinational financial
institutions and financial data processor
companies to conduct due diligence
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processes in relation to human rights
in relation to data that is provided

by States which a) are placed on the
FATF's Grey List, or, b) that international
tribunals or human rights bodies have
found, or that are reported to be, brea-
ching hu- man rights and freedoms, or
having vague and abusive anti-terror or
AML provisions,

vii. Educate financial institutions to
ensure that their officials understand
that the mere existence of a measure
adopted by a foreign country, or news
articles, cannot be con- sidered conclu-
sive evidence of criminality.
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